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Abstract

As cybersecurity threats continue to rise, highlighted by an average financial loss of $10.93 million per data breach in the
healthcare sector, marking the highest figure for 13 consecutive years, the importance and urgency of cybersecurity in the SaMD
domain have become more prominent. This research introduces a hybrid Cybersecurity Framework (hCSF) that can be applied
throughout the entire lifecycle of SaMD, based on the alternative CIA Triad model and threat modeling methodologies. The
proposed framework integrates CIA Triad models expanded such as the Parkerian Hexad and McCumber Cube, along with
various threat modeling approaches including STRIDE, LINDDUN, and OCTAVE. This integration enables comprehensive
management of cybersecurity requirements from technical, administrative, and operational perspectives. By implementing the
principle of Security by Design, the framework would facilitate the inclusion of security considerations from the early stages of
software design and development, offering a more cost-effective and efficient security approach compared to reactive methods.
The study confirms that the proposed framework can be flexibly configured into various combinations tailored to the intended
use, principle of operation, and cybersecurity regulatory policies of the target market for SaMD. Moving beyond the traditional
checklist approach to technical cybersecurity requirements, this study presents a new framework that identifies cybersecurity
threats and implements response strategies throughout the SaMD lifecycle. It provides a new theoretical perspective and direction
in the field of SaMD cybersecurity. Ultimately, the research aims to contribute to the improvement of global competitiveness in
the SaMD sector, serve as a foundational reference for cybersecurity policy development, and support the establishment of safer
and more reliable digital healthcare and SaMD cybersecurity management strategies.
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7|2XMOoZ McCumber Cube ZREE2 7|2M BZAMH U
7tgdar e 29 EH(Security Goals)t &, ME W

HMz|et e HE MEj(nformation State) 2|1 7=,
A gl wss#n 22 Hob EX|(Security
Measures)2te 37HA| HOE FEE 33X FE FEHQ
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Elicit Threats from the

Risk-Manage Threats

SamMD using McCumber Cube

* Define DFD
+ Describe all data from SaMD

= Map privacy threats 1o DFD elements
*  ldentify threat scenarios

= Prioritize theeats using the Cube
= Mitigate threats using the Cube

212, McCumber Cube + LINDDUN ZF Q3 ZZAMA
A M(Linkability), A% -d(ldentifiability), £ X|(Non-
repudiation), EfX|4 (Detectability), & &7l (Disclosure of
information), @4 HZ=(Unawareness), & 0O|/&F%=(Non-
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LINDDUN I Q3= AO|HEOH Gl JjoNE HBE
SAO| BtEE = el o7 I8 29 20| A 37tX|
Ao ZENAE O|FO{ZICE
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